Principlesof Trust for MAS:
Cognitive Anatomy, Social | mportance, and Quantification

Cristiano Castelfranchi and Rino Falcone
Division of "Al, Cognitive Modeling and Interaction”
National Research Council - Institute of Psychology - Roma - Italy
e-mail: { cris, falcone} @pscs2.irmkant.rm.cnr.it

Abstract

After arguing about the crucial importance of trust for
Agents and MAS, we provide a definition of trust both as a
mental state and as a social attitude and relation. We present
the mental ingredients of trust: its specific beliefs and
goals, with special attention to evaluations and
expectations. We show the relation between trust and the
mental background of delegation. We explain why trust isa
bet, and implies some risks, and analyse the most basic
forms of non-social trust (reliance on objects and tools) to
arrive at the more complex forms of social trust, based on
morality and reputation. Finally we present a principled
guantification of trust, based on its cognitive ingredients,
and use this "degree of trust" as the basis for a rational
decision to delegate or not to another agent. The paper is
intended to contribute both to the conceptual analysis and
to the practical use of trust in social theory and MAS.

1. Premise: theimportance of trust

We will not argue about the absolutely crucial role of
trust for the whole human social life and interaction. This
would be too obvious (see for ex. [1, 2]). Let’s shortly
consider exactly the same issue from the point of view of
"agents', MAS, and of their foundation. The schema of our
argument is quite simple: since
- the notion of agent itself (in Al) implies the notions of
delegation, task, and "on the behalf of" [3, 4, 5]; since
- exploitation, exchange, strict cooperation, collaboration
and team work, organisations, roles, market, and so on, all
the most important forms of sociality and MAS issues are
strictly based on some form of delegation of some agent on
other agents [6]; and since
- delegation is strictly based on trust;

thus, the notion of trust is crucial in agents' theory and
in MAS. Let’s shortly address these three claims.

First, although there are many definitions of “agent” in
Al, some of which in full disagreement with each other, the
majority of them are based on the notions of task, of
"behalf of" or explicitly talk about delegation. 1

Second, in any contract, exchange, collaboration, etc.
thereisa"client” and a"contractor” [13], and the client is

1see [71,[8].[9], [10] and [12]. In particular in [11] J. Ousterhout says:
".. The agents need to be able to make decisions that are complex and
subtle, and we need to be able to trust them enough that we don't have to
check up on them constantly”. Also in [11] J. White says: .. The two
principal meanings of the term agent, which are captured in the
adjectives "intelligent" and "mobile”, have in common the objective of
moving the user beyond interaction with computers to delegation of
responsibility to computers....".

delegating some task to and relying on the contractor.
Organisations are based on roles and roles are deegated
classes of tasks [6]. All this is based on social
commitments, but they are commitments to do something
for the other; they presuppose that the other is relying on
us and then delegating us. Norms are group prescriptions to
do or not to do given actions: they rely on the obedience of
the addressees and on their behaviour. Clearly enough what
we call reliance or delegation (in its weak and strong forms)
isapillar of social cooperation. 2

Finally, delegation is a M-A oriented act and relation
(usually a"social" act and relation), which is based on a
specific set of beliefs and goals and on a decision. This
complex and typical mental state is "trust". We will
illustrate this analytically later on. Let’sjust say here that
in order to delegate a task to some agents y (tool or
collaborator) | haveto believethat it is able to do what |
need (competence), and that it will actually do that
(predictability). Now, these beliefs, with their degree of
uncertainty, represent precisely my trust in y, and my
action of delegating an actiono or agoal g to vy, represents
precisely my action of entrusting y for a./g.

Consider for example the definition of trust provided in
the classic book of Gambetta and accepted the great
majority of the authors [1]:*Trust is the subjective
probability by which an individual, A, expects that another
individual, B, performs a given action on which its welfare
depends’ (trandlation from Italian).

In our view, this definition is correct, and it stresses that
trust is basically an esteemation, an opinion, an evaluation,
i.e. abelief. However, it is also quite a poor definition,
sinceit just refers to one dimension of trust (predictability),
while ignoring the “competence” dimension; it does not
account for the meaning of “I trust B” where thereis also
the decision to rely on B; and it doesn't explain what is
such an evaluation made of and based on: the subjective
probability includes together too many important
parameters and beliefs, which are very relevant in socia
reasoning.

2 axelrod [14] claimed that trust is not necessary for cooperation, and
that cooperation can emerge among selfish and untrustful agents. Thisis
true, but it concerns only "strong delegation” and certain types of
cooperation, for example unaware, accidental or functional cooperation,
emergent or orchestrated forms, where the participants in the “joint”
plan may even ignore each other [15, 16]. The claim is also based on a
quite strange notion of “cooperating” which is the so cadled
“cooperative” move into the PD game. But it is not true for higher level
cooperation where the participants are aware of each the other,
subjectively rely on the share of the others, and usually have an
agreement about this, or try to regulate their joint activity by
commitments, roles, norms.



2. What trust is

In this section we will carefully analyse the ingredients
necessary to have the menta state of trust, i.e. the
components and sources of that estimated “subjective
probability” and of that expectation about the profitable
behaviour of another agent. We will specify which beliefs
and which goals characterise X’ s trust in another agent .
Given the overlap between trust and reliance/delegation, we
need also to clarify their relationship.

2.1. A mental attitude

Only a cognitive agent can “ trust” another agent. We
mean: only an agent endowed with goals and beliefs.

First, one trusts another only relatively to agoal, i.e.
for something s’/he want to achieve, that s’/he desires. If |
don’t potentially have goals, | cannot really decide, nor care
about something: | cannot subjectively “trust” somebody.

Second, trust itself consists of beliefs. Trust is a mental
state a complex attitude of an agent x towards another
agent y about the behaviour/action o relevant for the result
(godl) g.

* X isthe relying agent, who feels trust; it is a cognitive
agent endowed with internal explicit goals and beliefs;

e y is the agent or entity which is trusted; y is not
necessarily a cognitive agent. It might also be an object or
atool involved in an action of X, or a natural force or
event. The only relevant thing is that: a) it is something
able to cause some effect g through some action a; b) this
effect isuseful for x (agoal of x) and x isrelying ony for
it; so

X trusts y about g/ and for g/a; X trusts also “that” g
will be true.

Since y's action is useful to x, and x isrelying on it,
this means that x is“delegating” some action/goal in her
own plantoy. Thisisthe strict relation between trust and
reliance or delegation.

Trust is the mental counter-part of delegation.

Given this strict relation and the foundational role of
delegation (see 81.) we need to define delegation and its
levels (82.2); and to clarify also differences between
delegation and trust (82.3). After this we will go back to
examine the mental ingredients of trust, and their social
significance.

2.2. What delegation is

In Delegation x needs or likes an action of y and
includes it in her own plan: she relies on y. She plans to
achieve g through y. So, sheis constructing a Multi-Agent
planand y has asharein this plan: y'sdelegated task is
either a state-goal or an action-goal [4].

To do this she has some trust both in y’s ability and in
y’s predictability, and she should abstain from doing and
from delegating to others the same task.

In weak delegation thereis no bilateral awareness of the
delegation, no agreement: y is not aware of the fact that x
is exploiting her action. One can even "delegate”" some task
to an object or tool, relying on it for some support and
result [17; 18]. As an example of weak and passive but
already social delegation, whichisthe simplest form of

social delegation, consider a hunter who is ready to shoot
an arrow at aflying bird. In his plan the hunter includes an
action of the bird: to continue to fly in the same direction;
in fact, thisis why he is not pointing at the bird but at
where the bird will be in a second. He is delegating to the
bird an action in his plan; and the bird is unconsciously and
unintentionally collaborating with the hunter's plan.

In stronger forms of delegation x can herself eliciting,
inducing the desired y's behaviour to exploit it. Depending
on the reactive or deliberative character of y, the induction
isjust based on some stimulus or is based on beliefs and
complex types of influence.

Srong delegation is based on y's awareness of X's
intention to exploit his action; normally it is based on y's
adopting X's goa (for any reason: love, reciprocation,
common interest, etc.), possibly after some negotiation
(request, offer, etc.) concluded by some agreement and
social commitment.

2.3. Trust and delegation

Although we claim that trust is the mental counter-part
of delegation, i.e. that it is a structured set of mental
attitudes characterising the mind of a deegating agent,
however obviously there are important differences, and
some independence, between trust and delegation. Trust and
delegation are not the same. The word "trust" is also
ambiguous, it denotes both the simple evaluation of y
before relying on it (we will call this "core trust"), the
same plus the decision of relying on y (we will call this
part of the complex mental state of trust "reliance"), and the
action of trusting, depending upon y (this meaning really
overlaps with "delegation" and we will not use the term
"trust” for this).

Trust isfirst of al a mental state, an attitude towards an
other agent (usually a social attitude). We will use the three
argument predicate-Trust(x y t)- to denote a specific
mental state compound of other more elementary mental
attitudes (beliefs, goals, etc.). While we use a predicate
Delegate(x y t) to denote the actionand the resulting
relation between x andy .

Delegation necessarily is an action, a result of a
decision, and it too creates and is a (social) relation among
X, Yy, and o . The external, observable action/behaviour of
delegating either consists of the action of provoking the
desired behaviour, of convincing and negotiating, of
charging and empowering, or just consists of the action of
doing nothing (omission) waiting for and exploiting the
behaviour of the other. Indeed, will we use trust and
reliance only to denote the mental state preparing and
underlying delegation (trust will be both: the small nucleus
and the whole).

» There may betrust without delegation:

- either the level of trust is not sufficient to delegate, or

- the level of trust would be sufficient but there are other
reasons preventing delegation (for example prohibitions).

So, trust is normally necessary for delegation, but is not
sufficient: delegation requires aricher decision.
 There may be delegation without trust:

3 In our previous works we used "reliance’ as a synonym of
"delegation”, denoting the action of relying on; here we decide to use
"reliance" for the (part of the) mental state, and only "delegation” for the
action of relying and trusting.



these are exceptional cases in which either the delegating
agent is not free (coercive delegation 4 ) or he has no
information and no alternative to delegating, so that he
must just make atrial (blind delegation).

The decision to delegate has no degrees: either | delegate
or | do not delegate® . Indeed trust has degrees: | trust y
more or lessrelatively to o . And there is athreshold under
which trust is not enough for delegating.

2.4. Corebdliefsin Trust: non-social Trust

Let's start from non-social trust: the most elementary
case of trust and delegation is useful in fact to identify what
ingredients are really basic in the mental state of trust.

2.4.1. Trusting objects (non-cognitive and
autonomous agents). What do | have in mind when |
trust an object? For example, when | lean against
something (ex. a chair, awalking stick), or when | say "I
don't trust it" (refusing to lean against it)? what kinds of
belief and goal are necessary for trust?

First, | have a goal g | try to achieve by using y: this
iswhat | would like to "delegate to” v, its "task" [3]. Then
| have some specific beliefs:

1. "Competence' Bdief: a positive evaluation of y is
necessary, | should believe that y is useful for this goal of
mine, that it can produce/provide the expected result, that it
can play such arolein my plan/action, that it has some
function (in the ex. y is able to "support” me).

2. Disposition Belief: | believe that y not only is able
and can do that action/task, but it actually will do what |
need. With cognitive agents thiswill be a belief relative to
their willingness; with objectsit isjust a belief about their
accessibility/non-resistance and their effectiveness. This
make them predictable.

3. Dependence Bdlief: Moreover, | should believe -to
trust y and delegate to it- that either | need it, | depend on it
(strong dependence; [19], or at least that it is better to me
to rely than not to rely on it (weak dependence, [20]).6

On such abasis | have -when | decide to trust- the new
goal that y performs a , and | rely on y's . in my plan
(delegation) (about this decision see later).

Those beliefs define my "trusting y" or my "trust in
y". However another crucial belief arises in my mental
state -supported by the previous ones:

4 Suppose for example that you don’t trust at all an old wood bridge on a
canyon but you are forced to pass over it and thus to rely on it; or
suppose that you don’t trust at all a drunk guy as a driver, but you are
forced by his gun to let he drive your car.

Sin general, in (delegatesx y t), y is a set of agents (either in "and" or
"or" relation). If x delegatesto all agentsiny the sametask t, in fact x
realizes -considering each agent in y- a delegation with degrees.
However for semplicity, we will consider just the case in whichy isone
alone agent.

6 There is a 4th belief -that is especially important for the affective
aspects of trust, but not only- we will not consider here: the Belief of
Unharmfulness. When | trust y | feel/believe that it is not harmful,
threatening me, dangerous or hostile (for ex. with people | believe that
s/he is not an enemy, or has no reason (envy, hate, etc.) to hurt me:
diffidence enhances diffidence, sympathy elicits sympathy, trust induces
trust in the other.

4. Fulfilment Belief: | believe that g will be achieved
(thanksto y in thiscase)’ . Thisisthe "trust that" g.
Thus,when x trustsy for g, it also has some trust that g.

2.4.2. Esteem and expectation. Let us stress the
nature of these beliefs about y. They are evaluations and
positive expectations, not "neutral” beliefs. Intrusting y |
believe that it has the right qualities, power, ability,
competence, and disposition for p. Thus, especially among
cognitive socia agents, thetrust that | havein y is (clearly
and importantly) part of (and is based on) her/his esteem,
her/his "image", her/his reputation [21, 22].

We also have a "positive expectation” about y's power

and peformance. A positive expectation is the
combination of abelief about the future (prediction) and of
agoal: | both believe that g and | desire/intend that g.
In this case: | both believe that y can and will do; and |
desire/want that y can and will do. The fact that when |
trust y | have a positive expectation, explains why thereis
an important relationship between trust and hope, since
aso hope implies some positive expectation (although
weaker and passive: it does not necessarily depend on me, |
cannot do anything else to induce the desired behaviour).

2.4.3. Trust and Reliance. On the basis of those
beliefs about y, x "leans against”, "depends upon”, "relies
on", in other words x practically "trusts' y. Where -notice-
"to trust" does not only means those basic beliefs (the core)
by also the decision (the broad mental state) and the act of
delegating.

To be more explicit: on the basis of those beliefs about vy,
X decides of not renouncing to g, not personally bringing it
about, not searching for alternativestoy, and to pursue g
throughyy.

This decision is the second crucial component of the mental
state of trust: let's call this part "reliance”, and the first part
"coretrust" (and the whole picture mental state of trust and
the behaviour "delegation"). We can summarise and
simplify the mental ingredients of trust asfollows:

GOAL g
B1: y can g, has the power of g (Evaluation)
B2: y will-do a for g (Expectation)

B3: gwill betrue (Trustthat ) CORE TRUST

B4: | need y for g (Dependence)

GOAL of not doing/ not exploit alternatives/
beting on y (Reliance and bet)

GOAL that y can & will do RELIANCE

Mental ingredients of TRUST

Of course, there is a coherence relation between these
two aspects of trust: the decision of betting and wagering
ony is grounded on and justified by these beliefs. More
than this: the degree or strength (see later) of trust must be
sufficient to decidetorely and betony [23, 24]. The
trustful beliefs about y (core) are the presupposition of the
act of trusting y.

7 The trust that g does not necessarily requires the trust iny. | might
ignore which are the causal factors producing or maintaining g true in
the world, nevertheless | may desire, expect and trust that g happens or
continue. The Trust that g, per se, isjust a-more or less supported-
subjectively certain positive expectation (belief conform to desire) about

g.



2.4.4. Risk, investment and bet. Any act of
trusting and relying implies some bet and some risk [2]. In
fact, 1 might eventually be disappointed, deceived and
betrayed by y: my beliefs may be wrong. At the same time
| bet something on y. First, | renounced to (search for)
possible alternatives (for ex. other partners) and | might
have lost my opportunity: thus I'm risking on y the utility
of my goal g (and of my whole plan). Second, | had some
cost in evaluating y, in waiting for its actions, etc. and |
wasted my time and my resources. Third, perhaps | had
some cost to induce y to do what | want or to have it at my
disposal (for ex. | paid for y or for its service); now this
investment isareal bet[25] ony .

Thus, to be precise there are two risks:

a) therisk of failure, the frustration of g (possibly for
ever, and possibly of the entire plan containing g);

b) the risk of wasting the efforts.

Not only | risk to miss g (missed gains) but | also risk to
waste my investments (10ss).

Asfor thefirst risk, it isimportant to notice that:

. trusting and betting on y might increase X's
dependenceony.

In fact, if initially x might have alternativesto y (rely
on z or w) after its choice (and perhaps because of this
choice) z and w might be no more at its disposal (for
example they might be busy); this means that x's
alternatives means (partners) for g arereduced and then x's
dependence on y hasincreased [19].

The act of trusting/reliance is a real wager, a risky
activity: it logically presupposes some uncertainty, but it
also requires somepr edictability of y, and usually some
degreeof trustinyy.

3. Social Trust

There are various kinds, levels and specific ingredients of
trust in relation to the kind of delegation and the degree of
autonomy.

Let usin particular see weak vs strong delegation, and
something about open delegation and delegation of control.
These two forms of delegation are based on specific
varieties of trust, with specific mental ingredients.

3.1. Trust in weak delegation

Weak delegation does not presuppose any agreement,
deal or promise: for ex.: | weakly delegate when | bet on an
animal in races, or when, being at a bus stop | rely on
another person to rise his arm and stop the bus, predicting
that he will do this, and risking to miss my bus.

When applied to a cognitive, intentional agent, week
delegation implies that the "will-do" belief be articulated in
and supported by a couple of other beliefs (that will
continue to be valid also in strong delegation):

5. Willingness Beli€ef: | believe that y has decided and
intends to do a. In fact for this kind of agent to do
something, it must intend to do it. So trust requires
modelling the mind of the other.

6. Persistence Belief. | should aso believe that y is
stable enough in his intentions, that has no serious
conflicts about o (otherwise he might change his mind), or
that heis not unpredictable by character, etc.

When | rely on 'y for his action, I'm taking advantage of
his Independent goals and intentions, predicting his
behaviour on such abasis, or I'm myself inducing such
goalsin order to exploit his behaviour. In any case | not
only believe that he is able to do and can do (opportunity),
but aso that he will do because is committed to this
intention or plan (not necessarily to me).

7. Sdf-confidence Belief. | should also believe that y
knows that he can do a. Thus heis self-confident. It is
difficult to trust someone that does not trust himself!

Let's simplify and formalise this. Using Meyer, van
Linder, van der Hoek et a.s logics [26, 27], ad
mtroducmg some "ad hoc" predicate (like WillDo, or
Persist)8 we might characterise basic trust mental state
asfollows:

Trust(X,Y T I-)>ref Goal g 3 ByPracPoss,(a, gg 3
er

D D
BWilBo(a. eﬁ(a Ig)GoacI) N (l?chR(a Q)

In other words, the trust isa set of mental attitudes
characterizing the “delegating” agent's mind which prefers
another agent doing the action. Y is anon cognitive agent,
S0 X just believes that y will do the action. While, if y is a
cognitive agent, the WillDo belief is based on y’sintention
and persistence. Thus, we can shortly characterise social
trust mental state, i.e. the trust in another intentional
agent, asfollows:

Trust(X,Y,t) = KyGoayg 3 ByPracPoss,(a,g)3
ByPrefery(Doney(a,g), Doney(a,g)) 3
(Bx(Intendy(a,g) 3 Persisty(a,q)) or
(Goal y(Intendy(a,g) 3 Persisty(a,q)))

X must either believe or have the goal that y intends to do
the action. These are our basic ingredients of social trust.

3.2. The greatest the autonomy the deepest the
trust: open delegation and delegation of contr ol

With cognitive, autonomous agents it is possible to
have "open delegation”. In Open delegation [5] x delegates
to y a goad to be achieved rather than a specific
performance. Y hasto "bring it about that g"; he should
find a correct plan, chose, plan, adapt, and so on. X either
ignores or does not specify the necessary action or plan. Y
is more autonomous, and X must trust also y's cognitive
ability in choosing and planning; sheisin fact depending
not only on y's resources and practical abilities, but also on
y's problem-solving capacity and knowledge: he must be
competent on the delegated problem. In social trust we are
really betting on y's mind.

The deepest level of trust with a fully autonomous agent
is the delegation of or the renunciation to the monitoring
and contral. I'm so sure that y will do what | expect (for ex.
what he promised) that | do not check up or inspect. In fact
when we monitor or inspect somebody who is doing
something we need, he can complain with us and say: "this
means that you don trust me!!". Of course, renouncing the
control increases the risk, since it increases the possibility
that | am deceived and delays possible repairs or
protections.

8 Of course, this deserves more elaboration and a specific work to
introduce temporal specificationsin thislogics. Thisis out of the aims of
this paper.



3.3. Trust in strong delegation: the morality of y

Let's eventualy arrive to socid trust in strong
delegation, which isits typical and strict sense; the sense
really considered in the social sciences. The mental attitude
is the same (that is why is important to relate trust to any
level of delegation), i.e. all previous beliefs are hold, but
there are some specific additional features.

Not only y has an intention to do a, but he has such an
intention (also) because he is "committed to" x to do «;
thereis an (explicit or implicit) promise to do so which
implies an interpersonal duty (x has some rightson y: to
pretend, to complain, etc. -[28]) and -in organisations,
institution, societies - an obligation (derived from social
norms) to do o (since he promised so to x).°

An additional trust is needed: the belief that y has been
sincere (if he said that he intend to do it he really intends to
do it) and that he is honest/truthful (if he has a
commitment he will keep his promise; he will do what he
ought to do).

On such abasis | support my beliefs that "y intends to
do" and that "he will persist", and then the belief that he
"will do".

Only this kind/level of socia trust can be realy
"betrayed": if y is not aware of or didn't (at least implicitly)
agree about X's reliance and trust, he is not redly
"betraying” X.

3.3.1. Claims about the mind of the other: is
trust a belief in the other’s irrationality? Of
course, this kind of trust (the trust needed in contracts, in
business, in organisations and collaboration) has been
object of study in the social sciences. They correctly stress
the relationship between sincerity, honesty (reputation),
friendliness and trust. However, sometimes this has not
been formulated in avery linear way; especially under the
perspective of game theory and within the framework of the
Prisoner Dilemma that strongly influenced all the problem
of defection, cheating, and socia dilemma.

Consider for example the definition of trust proposed by

[1] in hisinterdisciplinary discussion on trust.
"When | say that | trust y, | mean that | believe that, put
on test, y would act in a way favourable to me, even
though this choice would not be the most convenient for
him at that moment".

So formulated, (considering subjective rationality) trust
is the belief that y will choose and will behave in a non-
rational way! How might he otherwise choose what is
perceived as less convenient? Thisis the usual dilemmain
the PD game: the only rational move isto defect.

Since trust is one of the pillars of society (no social
exchange, alliance, cooperation, institution, group, is
possible without trust), should we conclude that the entire
society is grounded on the irrationality of the agents: either
theirrationality of y, or theirrationality of x in believing
that y will act irrationally, against his better interest!

9 Quite similar is the case in which | trust y because what | expect from
him is obligatory for him: there is a norm, a law prescribing that
behaviour. In this case | bet on y's normative motives, even if there
might not be any agreement or compliance (weak delegation). For
example | trust/believe that the other drivers will stop at the red light,
and | rely on this.

Asusual in arguments and models inspired by rational
decision theory or game theory (asisin fact the book edited
by Gambetta), with rationality also "selfishness’ and
"economic motives' (utility, profit) are smuggled.

When | trust y in strong delegation (social commitment
by y) I'm not assuming that he -by not defeating me- acts
irrationally, i.e. against his interests. Perhaps he acts
"economically irrationally” (i.e. sacrificing his economic
goals); perhaps he acts in an unselfish way, preferring to
his selfish goals some altruistic or pro-social or normative
motive; but heis not irrational because heis just following
his subjective preferences and motives, including
friendship, or love, or norms, or honesty, etc.

Thus when | trust y I'm just assuming that other
motivations will prevail over his economic interests or
other selfish goals.

At thislevel trust isa theory and an expectation about
the kind of motivations the agent is endowed with, and
about which will be the prevailing motivations in case of
conflict.

This preserve the definition in §3.1 just adding some
specification about the motives for y's reliability: the
beliefs about y's morality are supports for the beliefs about
's morality ar supports for the beliefs about y's intention
and persistence. | not only believe that he will intend and
persist (and then he will do) but | believe that he will
persist because of certain motives of his that are more
important that other motives inducing him to defection and
betrayal. And these motives are already there -in his mind
and in our agreement- | have not to find new incentives, to
think of additional prizes or of possible punishments. If I'm
doing so (for ex. promising or threatening) | don't really
trust y (yet).

After an agreement we trust y because of the advantages
we promised (if it isthe case), but also or mainly because
we believe that he has other important motives like his
reputation, or to be honest, or to respect the laws, or to be
nice, or to be helpful, etc.

Thisisthe crucia link between "trusting” and the image
of "agood person”. An honest is an agent who prefers his
goal of not cheating and not violating norms to other goals
of his such as persuing his own benefits.

Socia trust is not only a model of y's cognitive and
practical capacities, but also of his motives and preferences,
and about his morality.

In this framework it is quite clear why we trust friends.
First we believe that as friends they want our good, they
want to help us; thus they both will adopt our request and
will keep their promise. Moreover they do not have reasons
for damaging us or for hiddenly aggress against us. Even if
there is some conflict, some selfish interest against us,
friendship will be more important for them. We rely on the
motivational strength of friendship.

3.3.2. Trust as athree parties relationship. One
might object that we overstate the importance of trust in
social actions such as contracting, and organisations. In
fact, it might be argued that people put contracts in place
precisely because they do not trust the agents they delegate
tasks to. Since people do not trust each other they want to
be protected by the contract. The key in these cases would
not be trust but the ability of some authority to assess
contract violations and to punish the violators.



Analogously, in organisations people would not rely on
trust but on authorisation, permission, obligations and so
forth.

In our view thisis correct only if one adopts a quite
limited view of trust in terms of beliefs relative to the
character or friendliness, etc. of the delegated agent. In fact
in these cases (contracts, organisations) we just deal with a
more complex and specific kind of trust. But trust is always
crucial.

We put a contract in place only because we believe that
the agent will not violate the contract, and thisis precisely
"trust”. We base this trust in the contractor (the belief that
s/he will do what promised) either on the belief that s/heis
amoral person (83.3.1) and keeps her/his promises, or on
the belief that s’he worries about law and punishment.

To be more clear, this level of trust is a three party
relationship: it is a relation between a client x, a contractor
y and the authority A. And there are three trust sub-
relationsin it:

X trusts A and its ability to control, to punish etc. ad
relieson A for this;

X trusts y by believing that y will do what promised
because of her/his honesty or because of her/his respect/fear
toward A. In other words x relies on aform of paradoxical
trust of y in A: x believesthat y believesthat A is able to
control, to punish, etc. Notice that y's beliefs about A are
precisaly y's trust in the authority when s/heis the client.
When y is the contractor the same beliefs are the bases of
her/his respect/fear toward A (that is a paradoxical form of
trust: trusting a threatening agent!).

In sum, in contract and organisation it is true that
"personal” trust in y may not be enough, but what we put
in place is ahigher level of trust which is our trust in the
authority but also our trust in y as for acknowledging,
worrying about and respecting the authority. Without this
trust in y the contract would be useless. Thisis even more
obvious if we think of possible alternative partners in
contracts: how to choose among different contractors at the
same conditions? Precisely on the basis of our degree of
trust in each of them (trust about their reliability, their
respecting the contract).

As we said these more complex kinds of trust are just
more rich specifications of the reasons for y*s doing what
we expect: reasons for y's predictability which is based on
her/his willingness; and reasons for her/his willingness
(s’hewill do a, either because of her/his selfish interest, or
because of her/his friendliness, or because of her/his
honesty, or because of her/his fear of punishment: several
different bases of trust).

4. Degrees of Trust: a principled
guantification of Trust

Theidea that trust is scalable is usua (in common
sense, in social sciences, in Al [24, 23]). However, since
non real definition and cognitive characterisation of trust is
given the quantification of trust is quite ad hoc and
arbitrary, and the introduction of this notion or predicate is
semantically empty. On the contrary we claim that thereis
a strong coherence between the cognitive definition of trust,
its mental ingredients, and, on the one side, its strength, on
the other side, its social functions and its affective aspects

(we will not examine here): more precisely the latter are
based on the former.

Here we will ground the degree of trust of x in y, on the
cognitive components of x's mental state of trust. More
precisely we claim that the degree of trust is a function of
the subjective certainty of the pertinent beliefs. In the next
section we will use the degree of trust to formalise a
rational basis for the decision of relying and betting on y.
Also in this case we will clam that the "quantitative"
aspect of another basic ingredient is relevant: the value or
importance or utility of the goal p, will obviously enter the
evaluation of the risk, and will also modify the required
threshold for trusting. In sum,

« the quantitative dimensions of trust are based on the

guantitative dimensions of its cognitive constituents.
Trust is not for us an arbitrary index just with an
operational importance, without areal content.

4.1. Degreesof Trust

Let'scall thedegree of trust of X in y about t: DOT yxv,.
We postulate that the degree of trust is a function of the
“strength” of the trusting beliefs, i.e. of their credibility
(expressing both the subjective probability of the fact and
trust in the belief - we don’'t analyse here): the greater X’'s
belief in y’ competence and performance, the greater X’s
trustiny.

DoT vy, = DoCy[Oppy(a,g)] * DoCy[Abilityy(a)] *
DoC,[WillDoy(a,g)]
where:
- DoCy[Oppy(a,q)], is the degree of credibility of X's belifs
about the Y’ s opportunity of performing a to realize g;
- DoC,[Abilityy(a)], the degree of credibility of X’s belifs
about the Y’ s ability/competence to perform a;
- DoC,[WillDoy(a,g)], the degree of credibility of X’s beliefs
about the Y's actual performance;
DoCy[WillDoy(a,g)] = DoCy[Intendy(a,g)] *
DoC,[Persisty(a,g)] (if Y isacognitive agent)

4.2. Totrust or not to trust: degrees of trust
and threshold for relying and bettingon y

Let’s now represent a simplified scenario (Fig.1) of the
choice of delegating or not [25]:

Non delegation U(X)p+

U(X)d+
Success

Delegation Failure

U(X)d-

Fig.1

If we call U(X), the agent X's utility function, we can
write:
DoTyyt * UX)g*+ (1 - DoTxyt) UX)g > U(X)p* (1)
When x does not delegate he is successfully performing
the action by itself: U(X),* is the positive utility of this

performance. U(X)q4* and U(X)y @€ respectively the



utilities of a successful delegation and the damage of the
failure of the delegated agent.

From (1), we can write that for the DoT to be sufficient
for delegating, the following should hold:
DoTxyt > (U(X)p* - UX)g) / (UX)g* - U(X)y)  (1a)
where (U(X),* - U(X)q) / (U(X)g* - U(X)q) representsthe
risk factor: the greater the risk the greater the needed trust.
|.e. the greater the difference between the gain in doing by
yourself and the possible loss in delegating, the greater the
DoT you need for delegating. Vice versa, the greater the
difference between the possible gain and the possible loss
in delegating, the smaller the DoT you need for delegating.
Given OEDoTyy:£1, we will have:
(UX)p* - UX)g) 1 (UX)g* - U(X)g) < 1, from which:

U(X)g* > U(X)p* (1b)

X'sDoT iny asfor t, can be greater than the risk only if
X's possible gain in delegating is greater than x's gainin
doing t by itself (consider that in this scenario self-
confidenceisin fact equal to 1: no possible failures!).
A more articulated scenario isoutlined in fig. 2.

Non delegation Success YX)p+

Failure U(X)p-

Suce U(X)d+

Delegation Failure U(X)d-
Fig.2

Now there are four possible fina situations. We can
write:
DoTyxyt * U(X)g* + (1 - DOTxyr) U(X)g > DoTxx *
U(X)p* + (1 - DoTxx) UX)y (2)
where DoTxy; is the selftrust of X about t and U(X), is
the utility of the failure of the performance.10

Then, we obtain
DoTxyt > DoTxx: * (U(X)p* - U(X)p) / (U(X)g* - U(X)q)
+ (U(X)p - U(X)g) / (U(X)g* - U(X)e) (2a)
The right part of (2a) represents the new risk factor.
Consider that when DoTxy; =1 (2a) will be reduced to
(1a). Let’'sexplain therisk factor by separately considering
the two terms of it:
A =DoTyx: * (U(X)p* - U(X)p) / (U(X)g* - U(X)q)
B = (U(X)p - UX)q) / (U(X)g* - U(X)a)
Asfor theterm A, if U(X)p* - U(X)y > U(X)g* - U(X)g
then A > DoTxx;

i.e. if the difference between the utility of the success and
the utility of the failure in delegation is smaller than the

10 More precisely, we have: U(X)p+ = Value(g) + Cost
[Performance(X t)], U(X)p' = Cost [Performance(X t)],

U(X)g* = Value(g) + Cost [Delegation(X Y t)], U(X)q- = Cost
[Delegation(X Y t)]

where is supposed that it is possible to attribute a quantitative value
(importance) to the goals and where the costs of the actions (delegation
and performance) is supposed negative.

difference between the utility of the success and the utility
of the failure in non delegation, then (for the term A) in
order to delegate the trust of X in Y must be bigger than
the selftrust of X (aboutt).
Viceversa, if U(X)p* - U(X)y < U(X)g* - UX)y
then A < DoTyx;
i.e., if the difference between the utility of the success and
the utility of the failure in delegation is bigger than the
difference between the utility of the success and the utility
of the failure in non delegation, then (for theterm A) in
order to delegate the trust of X in'Y could be smaller than
the selftrust of X (aboutt).
So, aso to delegate to people which | trust less than
myself, is possible.
Considering now the term B,
if U(X),"- U(X)q > 0, then a positive term is added to the
A A+B>A,
i.e., if the utility of the failure of non-delegating is bigger
than the utility of the failure in delegation, then - in order
to delegate - the trust of X in'Y about t must be greater
than in the case in which the right part of (2a) is
congtituted by A alone.

Viceversy, if U(X), - U(X)q" <0, then A + B <A,
i.e., if the utility of the failure of non-delegating is smaller
than the utility of the failure in delegation, then - in order
to delegate - the trust of X in'Y about t must be smaller
than in the case in which the right part of (2a) is
constituted by just A alone.1!
Since DoTyy; £ 1, from the (2a) we can obtain:
DoTyxt < (U(X)g* - UX)p)(U(X)p* - U(X)y)  (2b)
From (2b) we can say that, to delegate X to Y the task
t (DoTyy; > risk factor), as the selftrust (DoTxx;) grows,
it must also grow the difference between the utility of the
success in delegation and the utility of the failure in the
non delegation.
Moreover (to delegate), as the selftrust (DoTxy;) grows, it
must reduce the difference between the utility of the success
and of the failurein non delegation.
Because DoTyy; 2 O, from (2b) we abtain:

UX)g* > U(X)y (2¢c)

(consider that for definition we have U(X),* > U(X),).

In practice, for delegating, a necessary (but not sufficient)
condition is that the utility of the success in delegation is
greater than the utility of the failure in the non delegation.

5. Conclusions

We provided a definition of trust as a mental state and
presented its mental ingredients relative both to the
competence of y and to its predictability and X's
faithfulness. Principled trust requires BDI-like agents. On
the one side, for modelling trust some sort of BDI agentsis

11 Both for A and B there is a normalization factor (UX)g* - UX)g):

the more its value increases, the more the importance of the termsis
reduced.



needed; on the other side, social interaction among BDI-like
agents must be based on trust, as a coherent and justified
pattern of mental ingredients supporting the intention of
delegating and collaborating. We have shown how trust is
the mental background of delegation, and their relationship.
How and why trust is a bet, and implies risks, has been
derived from itsreferenceto a goal, from the action of
delegating, and from the uncertainty of trust-beliefs. Both
the very basic forms of non-socia trust (reliance on objects
and tools) and the more complex forms of social trust,
based on morality and reputation, have been analysed. We
have discussed some unclear game-theoretical definition,
and explained that deep social trust is about prevailing
motivesiny, and about renouncing to control. Finally we
presented a principled quantification of the degree of trust,
derived from its cognitive ingredients. The degree of trust
has been used to model the decision to delegate or not to
delegate.

The paper is intended to contribute both to the conceptual
analysis and to the practical use of trust in social theory and
MAS. The research is based both on the MAS, and on the
sociological and socio-psychological literature, although in
this paper the discussion of the socio-psychological aspects
has been limited. We did not analyse the affective aspects of
trust, and we aso put aside trust in beliefs and in
knowledge sources. Especially the second topic is strongly
related to the present contribution, since paradoxically our
trustiny isbased on our trust in our beliefs about vy,
which is based on our trust in the sources (often social)
[29] of those beliefs.12
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